	SUBJECT: HIPAA – Contingency Planning
STANDARD: As required by the HIPAA Security Rule, Conway Regional must implement policies and procedures that direct planning and operational efforts during times of non-standard operation of Information Systems.

REFERENCE: 
· 45CFR 164.308(a)(7) -- (ii)(A) – (ii)(B) – (ii)(C) – (ii)(D) – (ii)(E)
PURPOSE: To create and effectively execute a plan to keep the facility operational in the event of a partial or catastrophic loss of information systems or their access  
PRINCIPLE:  It is the objective of Conway Regional to assure that a formal documented plan for responding to a system emergency within Conway Regional exists in accordance with applicable Federal Security requirements. 



	POLICY: 

It is the policy of Conway Regional to establish and maintain a Contingency Plan as a security standard for all work locations.  This will be accomplished through the implementation of policies and procedures for responding to an emergency or other occurrence (for example, fire, vandalism, system failure, and natural disaster) that may damage systems that contain electronic protected health information.

The Conway Regional Contingency Plan will include the following:

Data backup plan
· Documented verification of the backup procedure for each system
· Data backup and restore testing
· Tape or other backup media retention plan
· Storage and rotation schedule for backup media
Disaster Recovery Plan 

· Documented procedures to ensure recovery from a partial or catastrophic loss of systems
· If hot site is not part of the disaster recovery plan, test individual components where possible
· Measures to ensure physical access controls in the contingency environment

Emergency mode operation 
· Documented escalation steps and reporting procedures
· Scheduled and unscheduled down time procedures for each system
· Contacts of down time procedures will be documented for all critical systems and tested periodically
· Identification of key management reports required during down time
· Communication of down time and regular updates via designated hot line
· Assignment of key control responsibilities during down time

Testing and revision
· Testing and revisions of contingency plan will be done annually and as operations or system changes warrant.  This process should be restricted to formally authorized workforce members. 
Application and Data Criticality Analysis
· Classification of the data into categories that are used for management purposes
· Estimation of how long the system can be down before affecting patient care or business operations
· Order in which the applications will be restored in case of a multi-system failure

Monitoring
The Information Systems department is responsible for ensuring the plan is current and operational.

Responsibility
The Information Seystems department, in conjunction with the application and data owners, is responsible for development, revision and testing of the contingency plan.



	Definitions

1. Application and Data Criticality Analysis (ADCA) – A facility’s formal assessment of the sensitivity, vulnerabilities, and security capabilities of its programs, and information it receives, manipulates stores and/or transmits.

2. Data Backup Plan – A documented and routinely updated plan to create and maintain, for a specific period of time, retrievable exact copies of information. 

3. Disaster Recovery Plan – A documented formal plan that establishes the process whereby an enterprise would restore any full or partial loss of data in the event of fire, vandalism, natural disaster, or other system related failure.

4. Emergency Mode Operation – Access controls in place that enable an enterprise to continue to operate in the event of fire, vandalism, natural disaster, or other system failure.  

5. Electronic Protected Health Information - Protected health information that is created, received, maintained, or transmitted by electronic means.  

6. Equipment Control – Documented security procedures for bringing hardware and software into and out of a facility and for maintaining a record of that equipment.

7. Protected Health Information (PHI) – Individually identifiable health information that is transmitted by electronic media; maintained in any medium as described in the definition of electronic media; or transmitted or maintained in any other form. PHI excludes individually identifiable health information in education records covered by the Family Educational Rights and Security Act (FERPA), and records held by a covered entity in its role as employer. 

8. Risk Analysis Program – A program in which security risks and their potential magnitude are determined.  These risks can be of a physical, administrative or technical nature.

9. Testing and Revision – Documented process of periodic testing to discover weaknesses in contingency plans and the subsequent process of revising the documentation if necessary
10. Workforce – Employees, volunteers, trainees, and other persons whose conduct, in the performance of work for the facility, is under the direct control of such facility, whether or not they are paid by the facility.  



	APPLICABLE DEPARTMENTS:

Any area where computer and/or network equipment is utilized to support day-to-day business operations.  This would include any and all computer/network equipment that accesses, creates, receives, maintains or transmits electronic Protected Health Information (ePHI)


