	SUBJECT: HIPAA – Security Awareness and Training

STANDARD: : As required by the HIPAA Privacy and Security Regulations, all members of the Conway Regional workforce must be trained on the policies and procedures related to the privacy and security of Protected Health Information and Electronic Protected Health Information, to the extent necessary and appropriate for them to carry out their job functions in a HIPAA-compliant manner.

REFERENCE: 
· 45CFR 164.308(a)(5) -- (ii)(A) – (ii)(B) – (ii)(C) – (ii)(D)

PURPOSE: To ensure that all members of the Conway Regional workforce receive HIPAA-related training in accordance with the regulatory requirements.

1. Implement a security awareness and training program for all members of the organization’s workforce (including management). 
2. Establishing a formal Security Training and Awareness program that addresses the following requirements:
a. Security Reminders

b. Protection from Malicious software

c. Log-in monitoring

d. Password management

PRINCIPLE:  It is the objective of Conway Regional to assure that all of its Workforce members, regardless of work location, receive security awareness education and training regarding Conway Regional’s Security policies and procedures (“Security Awareness and Training”).  



	POLICY: 

Conway Regional is committed to ensuring the privacy, confidentiality, integrity and availability of the Protected Health Information (including electronic Protected Health Information) of its patients, and as such, will establish policies and procedures with which all members of the workforce will comply. Workforce members will be provided with appropriate training as well as ongoing awareness and reminders related to identified risks or concerns. It is the policy of Conway Regional to establish and maintain a Security Awareness and Training program as a security standard for all members of its workforce (including management).  

To achieve the objectives of this policy, the following implementation specifications are addressable:

Responsibilities for Security Training

· The Security Official will ensure that Conway Regional conducts Security Awareness and Training programs for all Workforce members as required under this policy prior to the compliance date of the HIPAA Security Regulations.

· Department Heads will assist the Security Official to ensure that all Workforce members attend Security Awareness and Training.

· The Security Official and Human Resources department will ensure that Security Awareness and Training programs are incorporated into new employee orientation and the new employee handbook.

· The Security Official and Human Resources department will ensure that Security Training programs incorporate periodic security reminders.

Security Training and Awareness Scope

The Security Training programs will include the following topics:

· Overview of Conway Regional’s responsibilities for complying with Federal Security requirements.

· Explanation of what constitutes Use and Disclosure of Protected Health Information (“PHI”).

· Impact of Conway Regional’s Security policies and procedures on Workforce members’ actions and interpersonal communications.  

· User education concerning protection from malicious software.

· User education in importance of monitoring login success and failure and how to report discrepancies.

· User education in password management.

· Responsibilities with respect to reporting violations of Conway Regional’s security policies and procedures.

· A description of possible sanctions for failure to comply with Conway Regional’s Security policies and procedures. 

· Periodic reminders of security issues and concerns

· Any State specific Security issues, as applicable.

General Training

· All members of the workforce, including employees, volunteers, members of the Medical/Dental Staff, contract employees, and students will receive training on the HIPAA-related policies and procedures. The training is mandatory.

· Initial training will be provided prior to the compliance deadlines for the Privacy and Security Standards (April 14, 2003 and April 20, 2005, respectively), or prior to commencement of work within Conway Regional facilities.

· Training will be provided annually thereafter and will include competency testing.

· New hires will receive the training as part of general orientation, generally no later than 30 days after hire.

· Additional training will be provided when necessary due to a material change in HIPAA-related policies and procedures, or based upon reported Privacy/Security concerns

· Training will be developed by the Privacy/Security Office and presentation will be coordinated by the Education Department.

· The Privacy/Security Office will maintain documentation of training materials utilized. Documentation of competency will be retained by the Human Resources Department.

· The Education Department, in coordination with the Human Resources Department, will ensure that training is documented for all employees, and that applicable disciplinary action is taken for non-completion.

· Training material will be reviewed and evaluated on an annual basis to ensure training is effectively communicating the policies and procedures that must be followed by members of the workforce. This will be conducted by the Privacy/Security Office in collaboration with the HIPAA Committee.

System Specific Training

· When access to specific system(s) or application(s) is requested for workforce members (including new or existing), Department Heads will document the names of such systems/applications on the Departmental/Unit Orientation Checklist for the workforce member.

· Training on specific systems is generally provided by the respective System Coordinator.

· Workforce members will be responsible for documenting, on the Departmental/Unit Orientation Checklist, the date the system-specific training was received, and for obtaining the signature of the person who provided the training.

· Once all items on the Departmental/Unit Orientation Checklist have been completed, the form is signed by both the workforce member and the Department Head and is retained in the Department.

Awareness and Reminders

Ongoing HIPAA awareness and reminders will be provided via various mediums, such as newsletters, emails, bulletin boards, classroom sessions, computer based training, department meetings, web-based etc. This will include, but not be limited to:

· Security reminders on topics such as choosing passwords, log-on/log-off procedures, guarding against viruses and other security risks, etc.,

· Privacy reminders on topics such as faxing PHI, incidental disclosures, leaving messages on answering machines, etc.,

· Notification of changes in security controls,

· Notification of new threats or risks that may arise, and

· Information on how to report Privacy/Security concerns or risks.

Password Management

Workforce members will receive training on the following areas in regards to management of their passwords.

· Require unique passwords that meet the standards set by the Information Technology Department or vendor of the specific system/application,

· Require regular password changes,

· Not display passwords in clear text when they are being input into the system/application,

· Require passwords to be given to users in a secure manner.

· As a condition of granted access to Conway Regional information systems, users will:

· Keep passwords confidential and not share them with those who ask,

· Avoid maintaining a paper record of passwords, unless the record can be stored securely,

· Change passwords whenever there is any indication of possible information system or password compromise,

· Change passwords at regular intervals and avoid re-using old passwords,

· Change temporary passwords at the first log-on (as appropriate),

· Understand that all activities involving their user identification and password will be attributed to them.

· Creation of passwords will be based on the permissions set forth by the system vendor and will vary.

· Designated Information Technology Staff and System Coordinators will determine and implement password management procedures specific to their respective systems, and to the extent possible, as outlined above.

· Designated Information Technology Staff and System Coordinators will be responsible for communicating the password procedures and providing training/education to users as appropriate.

· Exceptions to password management procedures for any specific user are strictly prohibited.

Updating Security Training Content

Conway Regional will assure that the content of the Security Training programs is updated, as appropriate, to reflect any material changes in Conway Regional’s Security policies, procedures and environment.  

Documentation of Security Training

Conway Regional will document the Security Training programs conducted for its Workforce members.

Conway Regional will retain for six (6) years from the date the document was created or the last effective date of the policy, all Security Awareness and Training related documentation, including without limitation: 

· Security Awareness and Training session attendance lists, and

· All written materials used for Security Awareness and Training.



	Definitions

1. Covered Entity – A health plan, a healthcare clearinghouse, or a healthcare provider who transmits any health information in electronic form in connection with a transaction covered by the HIPAA Regulations.

2. Protected Health Information (PHI) – Individually identifiable health information that is transmitted by electronic media; maintained in any medium as described in the definition of electronic media; or transmitted or maintained in any other form. PHI excludes individually identifiable health information in education records covered by the Family Educational Rights and Security Act (FERPA), and records held by a covered entity in its role as employer. 

3. Security Official – A person designated by the Covered Entity to be responsible for the development and implementation of the Security policies and procedures of the Covered Entity.

4. Security Awareness Training – All employees, agents, and contractors must participate in information security awareness training programs.  Based on job responsibilities, individuals may be required to attend customized education programs that focus on issues regarding use of health information and responsibilities regarding confidentiality and security (ASTM)



	APPLICABLE DEPARTMENTS:

Any area where computer and/or network equipment is utilized to support day-to-day business operations.  This would include any and all computer/network equipment that accesses, creates, receives, maintains or transmits electronic Protected Health Information (ePHI).


