	SUBJECT: HIPAA – Identify, Approve and Establish Access to ePHI

STANDARD: As required by the HIPAA Security Regulations, Conway Regional must have procedures in place to ensure that access to information systems by workforce members is appropriate and authorized, and that unauthorized access is prevented.

REFERENCE: 
· 45CFR 164.308(a)(3) – (ii)(A) – (ii)(B) – (ii)(C)

· 45CFR 164.308(a)(4) – (ii)(A) – (ii)(B) – (ii)(C)

PURPOSE: To provide guidance and ensure compliance with the HIPAA Security Rule with respect to:

1. Provisioning the appropriate access to information systems and ePHI.

2. Ensuring user accountability and minimize the risk of unauthorized user accounts on information systems being authorized, established and/or modified.  
3. Establishing a formal Workforce Security and Information Access Management process that addresses the following requirements:

a. Authorization and/or Supervision

b. Workforce Clearance

c. Access Authorization

d. Access Establishment and Modification

e. Termination Procedures

f. Isolating Clearinghouse Functions

PRINCIPLE: It is the objective of Conway Regional to implement and maintain workforce security and information access policies and procedures for authorizing access to electronic protected health information that are consistent with Federal privacy and security requirements.  Workforce security and information access includes formal documented policies and procedures for identifying need of access, granting different levels of access, configuring of systems to provide access, and modification / termination of access to health care information.



	POLICY: 

Conway Regional is committed to implementing workforce security measures and information access procedures to ensure that access to information systems is appropriate and authorized, and that unauthorized access is prevented. This can be accomplished through the implementation of policies and procedures for authorizing access to electronic protected health information. In addition, technical access controls should be used to support this administrative process
To achieve the objectives of this policy, the following implementation specifications are required:

Classification

Conway Regional has numerous information systems that contain both electronic Protected Health Information (ePHI) and proprietary business information.

Conway Regional will administer access to information systems the same regardless of the criticality or sensitivity of the data maintained within them.

Authorization, Supervision and Clearance

The intent of this policy section is to establish the identity of those staff members that are responsible for determining what level(s) information system access are required and to whom/what they are given within Conway Regional.
Conway Regional will implement policies and procedures for determining the need of access to electronic protected health information based upon staff member duties, device, program, process or other mechanism. The organization will define, for each previously mentioned basis, access levels for each entity or group as appropriate to ePHI.
· Department Heads will be responsible for the determination of appropriate access levels to ePHI for all workforce members under their supervision; within the resource limits of the organization and when broader determinations have not been made by the organization. This includes diligent supervision of all workforce members to ensure that those who do not have authorized access are prevented from obtaining access to information systems. All access will be based upon the minimum amount of information needed to complete task or job responsibilities.
· Department Heads will obtain authorization from their respective Vice President for access to information systems, and Vice Presidents are responsible for supervision of this access.
· Department Heads / VP’s, in collaboration with the Information Technology Department, will determine the types/levels of information system access that are feasible for each information system.  For each of these types/levels of access to each information system the Information Technology Department will determine whether access-need will be role based or entity based.

This process should be documented in the following way.

· Define Roles and who or what is assigned to them.

· Define all Information Systems and document why or why they do not require restricted access.

· For each Information System, define Access Level/Type(s).

· Document why an Access Level/Type(s) is assigned to a Role.

Example: (not meant to be included in published policy, included for report only)

Role

E.D. Nurse: Includes all nursing personnel assigned or who float to the Emergency Department.

Information System

Microsoft Domain (MSD): Enterprise Microsoft domain named CRHS.

Access Level/Types for MSD

MSD:Domain Logon: Granted on a named user basis, restricted through the use of global password requirements as defined by Conway Regional policy.
E.D. Nurse

MSD:Domain Logon: All Emergency Department Nurses require Logon access to the Microsoft Domain in order for them to use Conway Regional’s computer systems.

Access Authorization

The intent of this policy section is to establish the process of granting access to approved entities within Conway Regional.
Conway Regional will implement policies and procedures for granting of access to electronic protected health information when accessed through a workstation, transaction, program, process, or other mechanism. 
· All information system access requests to clinical systems will be submitted to the Information Technology department by a Department Head using the User Access Request Form.  All such requests will be documented by the Information Technology department helpdesk system, including date, time and name of the requester.

· Department Heads / VP’s will indicate on the User Access Request Form the designated period of time of access to information systems for workforce members who are not Conway Regional employees (such as interns, students, contract employees, etc.).

· Department Heads / VP’s will submit a User Access Request form to the Information Technology department within 30 days of a change in status of authorized access for their workforce members.
· Department Heads / VP’s will annually review their workforce members’ access to information systems for appropriateness. To accomplish this, the Information Technology Department will distribute the Workforce System Access Report. The report will be reviewed and signed by the Department Manager and returned to the Information Technology Department. These reports will be maintained in the Information Technology Department. The User Access Request Form will be utilized by the Department Heads to submit necessary changes resulting from the annual review.

· All workforce members who have been granted access to information systems will sign and abide by the Conway Regional Employee/Volunteer Confidentiality Pledge or the Individual Confidentiality Statement.

· Information Systems access and security documents are to be maintained in an appropriate area or department as defined in the facility’s procedures.
Access Establishment and/or Modification

Conway Regional will implement policies and procedures that are based upon the organization’s access authorization policies and will establish, document, review, and modify a user’s right of access to a workstation, transaction, program, or process as appropriate. 
· Designated Information Technology Staff and System Coordinators will grant access to the systems for which they have oversight based upon the requested authorization. All workforce members must have a “need to know” about the information to which they are being given access.  All access establishment / modification will be documented by the Information Technology department help desk tracking system, including date, time and name of the workforce member.

· Role-based access will be provided by default with user-based access needs either restricted or granted accordingly.
· As job functions change, access must be re-evaluated to ensure appropriate access to the information.  Department Heads and/or Human Resources must report all significant changes in end-user duties or employment status to the Information Technology department.  With every job function change, a request for access modification is submitted as though a new user were being configured.  
A user account may only be provided to a user under the following conditions:

· An authorized security request has been submitted to apply for system access.

· A user account is assigned to a valid entity.  The entity must have a valid business relationship such as an employee, contractor, or business partner.

· The user has signed a Confidentiality and Security Agreement acknowledging his/her role and responsibility in the protection of electronic information assets.

· The entity or entity agent signs a non-disclosure agreement or clause in a contract or agreement.

· The user’s immediate supervisor or the responsible business owner has approved access privileges in advance.

· The user has received the appropriate training on information security and applications needing to be accessed, with evidence of such training.

· The user has obtained an initial working knowledge of the application’s features through a formal training mechanism designed, developed, and provided by the owner, or owner’s designee, of the system.  Evidence of such training is documented.    

Termination

· Department Heads / VP’s will submit a User Access Request form to the Information Technology department within 30 days of a change in status of authorized access for their workforce members.
· All requests for termination of access will be documented in the Information Technology Help Desk System, including the date and time of termination of access.

· The Security Official or their designee inactivates the User’s access immediately when a notification of user termination is received.  
· Inactive accounts are purged from the associated systems when possible.

For High Risk Terminations

· When a high risk termination of a workforce member occurs, the Department Head or Vice President will contact the IS Director or the Technical Services Manager to arrange for immediate termination of access to information systems.

· Department Heads or Vice Presidents will submit the Information Technology User Access Request Form to the Information Technology Department.
· Access to information systems will be terminated by the Information Technology Staff upon receipt of the Information Technology User Access Request Form. The date and time of termination of the access will be documented in the Information Technology Help Desk System.



	Definitions

1. Workforce – Employees, volunteers, trainees, and other persons whose conduct, in the performance of work for the facility, is under the direct control of such facility, whether or not they are paid by the facility.

2. Access Authorization – Information use policies and procedures that establish the rules for granting and/or restricting access to a user, terminal, transaction, program, or process.

3. Access Controls – The protection of sensitive communications transmissions over open or private network so that it cannot be easily intercepted and interpreted by parties other than the intended recipient. 

4. Access Establishment – The security policies and the rules established therein, that determine an entity’s initial right of access to a terminal transaction, program or process.

5. Access Modification – The security policies, and the rules established therein, that determine types of, and reasons for, modification to an entity’s established right of access to a terminal, transaction, program or process.

6. Electronic Protected Health Information (ePHI) - Protected health information that is created, received, maintained, or transmitted by electronic means.  

7. Protected Health Information (PHI) –Individually Identifiable Health Information that is transmitted by electronic media; maintained in any medium described in the definition of electronic media; or transmitted or maintained in any other form or medium. PHI excludes individually identifiable health information in education records covered by the Family Educational Rights and Privacy Act (FERPA) and Employment records held by a covered entity in its role as employer.



	APPLICABLE DEPARTMENTS:

Any area where computer and/or network equipment is utilized to support day-to-day business operations.  This would include any and all computer/network equipment that accesses, creates, receives, maintains or transmits electronic Protected Health Information (ePHI)


