	SUBJECT: HIPAA – Assigned Privacy/Security Responsibility

STANDARD: As required by the HIPAA Privacy and Security Regulations, Conway Regional must designate Privacy and Security Officials and a contact person or office responsible for: 

1. Oversight of Privacy and Security-related policies and procedures.

2. Receiving and responding to requests, complaints, and reports of alleged violations.

3. Providing guidance and information about the Privacy and Security programs.

4. Ensure operations of I.T. are conducted in a secure manner.

REFERENCE: 
· 45CFR 164.308(a)(2)

PURPOSE: To ensure that the regulatory requirements are met, and that Conway Regional staff are aware of the designation of the Privacy and Security Officials, and the office that is maintained to receive Privacy and Security-related complaints and provide guidance and information about Privacy and Security matters.

· To identify the individual that is to be assigned the responsibility for facility I.T. security and the roles and responsibilities of this assignment with respect to developing, implementing and maintaining Conway Regional’s I.T. Security posture.

· To provide guidelines for selecting the Security Official.

PRINCIPLE:  It is the objective of Conway Regional to designate a Security Official to oversee the development, implementation and maintenance of Conway Regional’s Security policy / procedure and operational environment.



	POLICY: Conway Regional is committed to ensuring the privacy, confidentiality, integrity and availability of Protected Health Information (PHI), which includes electronic Protected Health Information (ePHI), and as such, will maintain a mechanism to provide oversight of this process, as well as for employees to obtain information and guidance on Privacy and Security related matters.

To achieve the objectives of this policy, the following implementation specifications are required:

Responsibilities and Structure

Activities of the Privacy/Security Office will be coordinated by the Chief Executive Officer (CEO).

The Privacy/Security Officer and/or Office will:

· Provide leadership to Conway Regional’s committees charged with implementing and monitoring system-wide Privacy and Security programs.

· Develop policies/procedures consistent with the HIPAA Privacy and Security Rules, ensuring they are aligned, and review/update as appropriate.

· Ensure Conway Regional’s compliance with all Federal and State Security requirements.

· Develop, implement, and administer system-wide authorization procedures for access to, use, and disclosure of PHI/ePHI.

· Develop and implement system-wide Privacy and Security training programs.

· Develop and administer a system-wide procedure for receiving and responding to reports of alleged Privacy and Security violations or Security incidents.

· Coordinate with the Human Resources Department to develop appropriate sanctions for employees or business partners that fail to comply with Conway Regional’s Privacy and Security policies/procedures.

· Coordinate with the Risk Management Department activities relating to the mitigation of the effects of any Security incidents, or unauthorized/inappropriate use or disclosure of PHI/ePHI

· Develop and administer a system-wide procedure to allow individuals/patients to exercise their rights to PHI under the Privacy Rule.

· Coordinate with the IS Director to ensure that processes are in place to ensure on-going assessment of security risks and security measures, and to act as an ‘internal consultant’ on information security matters.

· Coordinate with appropriate internal personnel to ensure that a current contingency plan/disaster recovery plan is established.

· Regularly report the status of the Privacy and Security Programs to the Corporate Compliance Committee.

· Regularly report the status of the Privacy and Security Programs to the Board of Trustees.

· Serve as a resource to Conway Regional’s designated liaisons to regulatory and accrediting bodies for matters relating to its HIPAA Privacy and Security Programs.

· Serve as a resource to Conway Regional personnel for further information about Privacy and Security matters, and particularly about the Notice of Privacy Practices.

Selection

The Security Official shall be appointed by the CEO with consultation from the ELT.  

In selecting the Security Official, the CEO shall take into account the candidate or committee’s qualifications and the committee’s representation, educational background, work experience, and leadership skills, including, without limitation:

· Solid knowledge of Federal Security requirements and applicable state Security requirements

· Understanding of hospital operations and practices related to the implementation of Security policies and procedures

· Experience with corporate compliance process and risk management issues

· Sufficient knowledge of the management of information systems

· Ability to effectively communicate with employees, independent contractors, and patients

· Strong commitment to protecting the Security of patients' protected health information (PHI)

Assignment

The Director of Corporate Compliance will be the designated Privacy/Security Officer at Conway Regional Health System.



	Definitions

1. Electronic Protected Health Information - Protected health information that is created, received, maintained, or transmitted by electronic means.  

2. Protected Health Information (PHI) –Individually Identifiable Health Information that is transmitted by electronic media; Maintained in any medium described in the definition of electronic media; or transmitted or maintained in any other form or medium. PHI excludes individually identifiable health information in education records covered by the Family Educational Rights and Privacy Act (FERPA) and Employment records held by a covered entity in its role as employer. 

3. Security Official – A qualified individual appointed by management to manage and supervise the use of security measures to protect data and the conduct of personnel in relation to the protection of data.

4. Violation – An infraction of a security policy, procedure or safeguard that may or may not result in damage to the facility or exposure to liability.

5. Workforce – Employees, volunteers, trainees, and other persons whose conduct, in the performance of work for the facility, is under the direct control of such facility, whether or not they are paid by the facility.



	APPLICABLE DEPARTMENTS:

Any area where computer and/or network equipment is utilized to support day-to-day business operations.  This would include any and all computer/network equipment that accesses, creates, receives, maintains or transmits electronic Protected Health Information (ePHI)


