	SUBJECT: HIPAA – Information System Activity Review

STANDARD: As required by the HIPAA Security Regulations, Conway Regional must have a process to regularly review records of information system activity on systems containing electronic Protected Health Information, utilizing mechanisms such as audit logs, access reports and security incident tracking reports.

REFERENCE: 
· 45CFR 164.308(a)(1) -- (ii)(D)

PURPOSE: To provide guidance and ensure compliance with the HIPAA Security Rule with respect to:

· Conducting regular review of information system activity on systems containing electronic Protected Health.
· Establishing a formal Security Management Process that addresses the following requirements:

· Information System Activity Review

PRINCIPLE:  It is the objective of Conway Regional to create, administer and over see policies and procedures that ensure the prevention, detection, containment and correction of security violations that occur at Conway Regional’s work locations.



	POLICY:  Conway Regional is committed to implementing administrative safeguards that prevent, detect, contain, and correct violations that pose a risk to the confidentiality, integrity and availability of electronic Protected Health Information (ePHI). It is the policy of Conway Regional to implement procedures to regularly review records of information system activity, such as audit logs, access reports, and security incident tracking reports to ensure that threats or unauthorized access to ePHI are detected and promptly addressed.  Such procedures must include documentation of the results of the review and any additional steps taken in response to an identified security incident.

To achieve the objectives of this policy, the following implementation specifications are required:

Conway Regional has enterprise information systems as well as departmental information systems that contain ePHI.

Responsibility

A written statement must be published that outlines the structure or structures by which the responsibilities for implementing and maintaining security measures across the institution have been delegated.  Key personnel in this regard would include but not necessarily be limited to:  

· The Director of Information Systems.

· The Corporate Privacy Officer
· Departmental system and network managers in an institution with significant delegation to departments.

Responsibilities of individual staff will be clearly outlined in supporting documents under the title of the Acceptable Use Policy, Regulations for the Use of IT Systems, or similar wording.

Responsibilities of system administrators for both enterprise information systems as well as departmental information systems that contain ePHI will include but not limited to:

· Designated Conway Regional staff are assigned administrative oversight for these systems; some will be Information Systems Staff and some will be departmental System Coordinators.

· Designated Information Systems Staff and System Coordinators will be responsible for regular review of the activity within the systems for which they have oversight.

· System activity review will be conducted following vendor specific audit logging procedures, as applicable.

· If audit logging capability is currently not supported by the system vendor, Designated Information Systems Staff and System Coordinators will work with the IS Director to review alternative options with the system vendor, until such time as audit logging capability is provided.

· Designated Information Systems Staff and System Coordinators will monitor audit logs on a regular basis to ensure that any unusual or inappropriate activity is identified and investigated.

· Any activity that, after initial investigation, appears to be a HIPAA Security violation (as defined at the end of this policy) will be reported to the HIPAA Privacy/Security Office for documentation, further investigation and handling to resolution. The HIPAA Privacy/Security Occurrence Form will be used as the reporting mechanism. This form can be found on the Intranet under HIPAA e-forms.

· Designated Information Systems Staff and System Coordinators will develop policies outlining the system activity review of their respective systems, and will include such things as the frequency and scope of the review.

· The information contained in audit logs is considered investigative information and as such, access to, or copies of, audit logs will not be provided to patients. Patients making such requests of Information Systems Staff or System Coordinators will be directed to the HIPAA Privacy/Security Office. In these cases, the patient will be advised that audit logs of their record(s) will be monitored closely for any unusual or inappropriate activity, and that appropriate action will be taken, including disciplinary action, as warranted. 

· Disclosure of any inappropriate activity to the patient will be at the discretion of the Privacy/Security Officer, in collaboration with the Human Resources and Risk Management Departments.

· Designated Information Systems Staff and System Coordinators will retain policies and system activity review documentation (as noted above) for a minimum of six years.

· The HIPAA Privacy/Security Office will retain all documentation related to reported HIPAA Security violations for a minimum of six years.


	Definitions

1. HIPAA Security Violation, as referenced in this policy includes, but is not limited to:
· Failed attempts to access systems
· A User ID that is not in accordance with Conway Regional’s User ID naming convention


	APPLICABLE DEPARTMENTS:

Any area where computer and/or network equipment is utilized to support day-to-day business operations.  This would include any and all computer/network equipment that accesses, creates, receives, maintains or transmits electronic Protected Health Information (ePHI)


