	SUBJECT: HIPAA – Risk Analysis/Risk Management

STANDARD: As required by the HIPAA Security Regulations, Conway Regional must:

1. Conduct an accurate and thorough assessment of the potential risks and vulnerabilities to the confidentiality, integrity, and availability of Electronic Protected Health Information held by Conway Regional.

2. Implement security measures that reduce risks to its information systems containing electronic Protected Health Information

REFERENCE: 
· 45CFR 164.308(a)(1) – (ii)(A) – (ii)(B)

PURPOSE: To provide guidance and ensure compliance with the HIPAA Security Regulations with respect to:

· Conducting a formal, documented risk analysis of its information systems containing electronic Protected Health Information.

· Implementing appropriate security measures to minimize risks to electronic Protected Health Information held by Conway Regional.

· Establishing a formal Security Management Process that addresses the following requirements:

· Risk Analysis

· Risk Management

PRINCIPLE:  It is the objective of Conway Regional to create, administer and oversee policies and procedures that ensure the prevention, detection, containment and correction of security violations that occur at Conway Regional’s work locations.



	POLICY:  Conway Regional is committed to ensuring the confidentiality, integrity and availability of the electronic Protected Health Information (ePHI) of its patients. It is the policy of Conway Regional to establish and maintain a Security Management Process as a security standard for all work locations.  This standard will require implementation of policies and procedures to prevent, detect, contain and correct security violations that occur within the facility’s environment.  
To achieve the objectives of this policy, the following implementation specifications are required:

Risk Analysis

The owners and custodians of applications, workstations, servers, and network equipment, or their designees, must conduct and document an accurate and thorough assessment of the potential risks and vulnerabilities to the confidentiality, integrity, and availability of electronic protected health information in their possession.  The performance of this risk analysis will serve as the basis from which a sound Security Management Process can be developed or updated. This process will include the following steps:

· Inventory - list information systems containing ePHI and protections in place

· Threat identification - potential and actual threats

· Vulnerability identification - how and why the ePHI is threatened

· Security control analysis - whether or not controls are adequately preventing threats

· Risk likelihood determination - comparison of security control analysis to threats and vulnerabilities

· Impact analysis - whether new or modified security safeguards should be implemented

· Risk determination - determination of exactly what ePHI is at risk

· Security control recommendations - recommended solutions to minimize/eliminate risk

The Privacy/Security Officer, in collaboration with the Director of Information Systems, will coordinate and document the risk analysis process.  The risk analysis process will also include, but is not limited to, the following staff members.

· Executive Leadership Team members
· Director of Information Systems
· IS Application Manager
· Director of Safety and Security

· Director of Maintenance
· Director of Human Resources

· Information Technology Staff (Technical Svcs Mgr, Network Administrator, etc.)

The formal risk analysis document, including findings and recommendations, will be presented to the Information Systems Steering Committee for review, discussion and approval. This will include review and approval by Conway Regional’s Privacy/Security Officer.

Once the risk analysis has been completed, baseline security policies and procedures can be established, implemented and/or reviewed for all of the applications, workstations, servers, and network equipment within the facility’s environment(s).  The security policies and procedures should define, for all concerned, what constitutes an “acceptable secure environment” and describe what events or actions would be considered a violation of these policies and procedures.  

Risk analysis will be an ongoing process, coordinated by the Privacy/Security Office; however, a risk analysis will be conducted whenever environmental or operational changes occur which may significantly impact the confidentiality, integrity or availability of ePHI contained in information systems. Such changes include, but are

not limited to:

· Significant security incidents specific to Conway Regional information systems containing ePHI

· Significant new threats or risks specific to Conway Regional information systems containing ePHI

· Significant changes to the organizational or technical infrastructure of Conway Regional which affect specific Conway Regional information systems containing ePHI

· Significant changes to Conway Regional information security requirements or responsibilities which affect Conway Regional information systems containing ePHI

To assist in assessing the potential risks associated with new systems, whenever Conway Regional is engaged in the ‘Request for Proposal/Information’ process or negotiating a contract for the purchase of an information system, Conway Regional personnel will require the information system vendor to complete a Vendor RFP/RFI Template for Meeting HIPAA Security Requirements. This questionnaire is the vendor’s statement of the security features of the system and will assist in the evaluation of whether or not the system meets HIPAA Security requirements.

All documentation related to risk analyses will be maintained in the Privacy/Security Office, and will be retained for the regulatory retention period of six years.

Risk Management

Conway Regional will implement security measures that reduce the risks to its information systems containing ePHI to reasonable and appropriate levels.
Based on the results of the risk analysis, it is required that the facility implement security measures sufficient to reduce all risks and vulnerabilities to a reasonable and appropriate level. Different levels of risk/exposure should be categorized from which a corresponding level of corrective action (security measures) can be established.  

Selection and implementation of such security measures will be based on a formal, documented risk management process, and will include the following:

· Assessment and prioritization of risks to Conway Regional information systems containing ePHI

· Selection and implementation of reasonable, appropriate and cost-effective security measures to manage, mitigate, or accept identified risks

· Conway Regional workforce member training and awareness on implemented security measures

Conway Regional will manage risk on a continuous basis and all selected and implemented security measures will ensure the confidentiality, integrity and availability of ePHI. One or more of the following methods may be used to manage risk:

· Risk acceptance

· Risk avoidance

· Risk limitation

· Risk transference

Some risks pose minimal harm and therefore warrant no immediate corrective action.  Other risks however may warrant further analysis to determine what corrective action (if any) would be required to either reduce the risk to an acceptable level or mitigate it completely.  Any risks/exposures found that are considered very high, would typically warrant immediate corrective action.  

Conway Regional risk management process will be based on the following steps:

· Inventory - conduct an inventory of information systems containing ePHI, the security measures protecting those systems, and the relative value and importance of those systems

· Risk prioritization - prioritize risks on a scale from high to low based on the potential impact to the various systems and the probability of occurrence

· Method selection - select the most appropriate security methods to minimize or eliminate identified risks to the systems, taking into account the feasibility and effectiveness

· Cost-benefit analysis - identify and define the costs and benefits of implementing or not implementing specific security methods

· Security method selection - based on the cost-benefit analysis, determine the most appropriate, reasonable and cost-effective security method(s) for reducing identified risks

· Assignment of responsibility - identify workforce members who have the appropriate expertise and assign responsibility for implementing selected security methods

· Security method implementation - selected security methods must be correctly implemented

· Security method evaluation - selected security methods must be regularly evaluated and revised as necessary

All identified risks are to be documented and managed during their lifecycle.  This would include the alert phase, assessment phase, closure phase and monitoring phase.

In the event that a manager or system owner determines that compliance with an approved security policy or procedure, such determination must be documented and reviewed annually.

The risk management process, with respect to information systems containing ePHI, will be conducted in conjunction with, and as part of the risk analysis process which is outlined above. As such, the same individuals will be involved and all documentation will be maintained in the Privacy/Security Office.


	Definitions

1. Electronic Protected Health Information (ePHI) - Protected health information that is created, received, maintained, or transmitted by electronic means.  

2. Risk - A factor, event, element, or course that exposes the facility to liability and/or potential financial loss.
3. Risk Analysis – A process whereby cost effective security or control measures may be selected by balancing the cost of various security or control measures against the losses that would be expected if these measures were not in place. 

4. Risk Management – The process of assessing risk, taking steps to reduce risk to an acceptable level and maintaining that level of risk.

5. Security Management Process – the creation, administration and oversight of policies to ensure the prevention, detection, containment, and correction of security breaches. 

6. Violation – An infraction of a security policy, procedure or safeguard that may or may not result in damage to the facility or exposure to liability

7. Workforce – Employees, volunteers, trainees, and other persons whose conduct, in the performance of work for the facility, is under the direct control of such facility, whether or not they are paid by the facility.

8. Work location – Any location where the information systems or resources of the organization can be accessed, created, received, maintained, or transmitted.



	APPLICABLE DEPARTMENTS:

Any area where computer and/or network equipment is utilized to support day-to-day business operations.  This would include any and all computer/network equipment that accesses, creates, receives, maintains or transmits electronic Protected Health Information (ePHI).


